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ABSTRACT With the increased use of teleworkers, it is important to
understand how teleworker attitudes are related to the willingness to accept and
follow guidelines that maintain data security in the telework environment. The
objective of the study was to evaluate the application of the Theory of Planned
Behavior and the idea of subjective norms as a means of explaining teleworker
compliance in using information security guidelines in a telework environment.
A sample of 150 respondents who considered themselves formal and informal
teleworkers and were eligible for membership in The Telework Exchange com-
pleted a Teleworker Security Survey. Descriptive and linear regression analyses
were used to determine relationships existing between willingness to follow
organizational teleworker data information security guidelines and practices.
The findings of the analyses demonstrated that personal attitude, social pres-
sure, and sense of control, and sense of responsibility represented a weak
to moderate model for explaining teleworker willingness to follow an orga-
nization’s security guidelines. This study is significant to organizations with
teleworkers by identifying insight on attitudes of teleworkers regarding data
security, sense of control teleworkers have regarding the confidentiality and
integrity of data, and the intent of teleworkers to follow security protocols in a
telework environment.
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1. INTRODUCTION
With increasing use of telecommuting among organizations, protecting data

and information used by teleworkers from nonoffice-based locations is a situa-
tion faced by many businesses. High-capacity broadband networks and other
communication technologies have provided many advantages and benefits
to the use of telework in organizations. Many of the world’s most successful
companies have embraced the virtual workplace because of the role telework
plays as a motivator, morale booster, and environmentally friendly alternative
(Horner, 2011). However, the use of teleworkers also creates challenges for
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businesses and managers who work to maintain secu-
rity of the information and data to which teleworkers
have access (Jones, 2007).

Given the increasing use of telework, gaining a better
understanding of factors related to maintaining infor-
mation security is important. The severity of potential
risks of security breaches related to employee access to
data, devices, peripherals, hardware and software, and
current security measures make telework data security a
relevant topic for research. A challenge to data security
faced by organizations relates to the lack of awareness
by teleworkers of security risks and how to maintain
data securely in a telework environment (Scarfone,
Hoffman, & Souppaya, 2009).

The objective of this study was to examine
teleworkers’ attitudes regarding compliance with secu-
rity requirements in a teleworking environment using
Ajzen’s Theory of Planned Behavior. The study was
conducted to explore whether the theory of planned
behavior provided an explanation of teleworkers’ moti-
vation to complying with information security prac-
tices and policies. An improved manner of under-
standing the human element in the maintenance of
a secure teleworking environment represents a valu-
able step towards discovering actionable solutions to
security problems in the telework environment.

To address the problems related to telework data
security, definitions for key terms used in this study
are below.

• Nonteleworker. An employee who works at the official
workplace during his/her regularly scheduled work
hours.

• Official teleworker. An employee who works outside
of the official workplace, via a technological connec-
tion, during his/her regularly scheduled work hours,
either at home or at an alternative workplace, on a
full-time, part-time, or situational basis.

• Unofficial teleworker. An employee who works at an
official workplace yet also performs work-related
duties off-site on nights or on weekends.

With the increasing use of teleworkers, the problem
of teleworker compliance with information security
guidelines takes on greater importance. The business
problem addressed in this study is understanding that
extent that personal attitudes, social pressure, and a
sense of control play in the willingness of teleworkers
to comply with their organizations information

security guidelines and policies. Understanding the
roles that personal attitudes, social pressure, and sense
of control play in information security compliance
will help managers more effectively create an envi-
ronment that increases willingness to follow organi-
zational information security policies and procedures
both within the office and among teleworkers in a
nonoffice-based setting. The findings of this study will
add to the body of knowledge about how to improve
data security in a telework environment.

Telework, the practice of using off-site or portable
computers to perform company or agency-related
duties, has become increasingly prevalent in the
21st century (Antonopoulos, 2007; Kilpatrick, 2007).
Telework involves providing workers with a flexible
arrangement under which work duties are performed
at an approved location from other than the orga-
nization’s office location from which the employee
normally would work (Guide to Telework, 2011). The
typical teleworker is a regular employee who works
from home no more than two days a week, lives
in the same metro area where the organization is
located, works for reason of convenience, and often
retains a normal desk in the office building or other
work area of the organization, works for a small or a
large business, has a college degree, and is more than
30 years old (Horner, 2011). Other teleworkers are vir-
tual office workers who work from a remote location
with a portable office provided by the organization
(Horner). These workers may report to a branch office
or maintain contact with the organization through var-
ious communication channels other than face-to-face
interaction (Tallberg, 2011). Finally, some teleworkers
are short-term or long-term contract works who are
employed by an organization for a specific task or
project and then leave the organization once this
defined work or period of work has been completed
(Tallberg).

This ever-growing use of teleworking increases con-
venience and efficiency; however, telework arrange-
ments can have significant implications for organi-
zational data security and the costs associated with
security breaches. The greater reliance on telework
provides opportunities for breaches of data security
through unauthorized viewing of data, data theft, and
data leakage (Kilpatrick, 2007). These security concerns
also are applicable to nonteleworkers who work in an
office setting. However, there are fewer opportunities
for information security personnel and supervisors to
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interact with teleworkers and monitor compliance with
information security policies than there are in an office
setting (Kilpatrick). Data breaches can result in sig-
nificant costs to the business related to: (a) notifying
customers/clients that data security has been compro-
mised, (b) assistant victims affected by the data breach,
(c) loss of reputation and/or current and future cus-
tomers, (d) potential litigation, and (e) cost to hire
experts to handle the data breach incident and/or
develop and implement a data security plan (Ponemon,
2007). Presented in this paper are the results of doctoral
research on factors that influence teleworkers willing-
ness to comply with information security guidelines
using an original survey study of teleworkers working
in a telework environment.

2. METHODOLOGY
The research methodology was derived from lit-

erature and an original Teleworkers’ Security Survey
(Godlove, 2011) instrument focused on the end-user’s
behavior: providing a timely portrait of the attitudes
and experiences of the teleworkers’ workforce in regard
to security.

2.1. Theoretical Framework
The Theory of Planned Behavior was chosen as the

theoretical framework for this research to help under-
stand what motivating factors influence teleworkers to
follow the rules of security guidelines. The Theory
of Planned Behavior indicates that “intentions (and
behaviors) are a function of three basic determinants:
one personal in nature, one reflecting social influence,
and a third dealing with issues of control” (Ajzen,
2005, p. 118). Based on the premises of the Theory
of Planned Behavior, “behavior can be best predicted
from a person’s intention, which is an indicator of how
hard people are willing to try, and how much effort
people plan to exert toward performance of behavior”
(Chatzisarantis, Hager, Smith, & Sage, 2006, p. 229).

The Theory of Planned Behavior is relevant to this
study because it provides insight and can be used
to explain why individuals like or dislike specific
behaviors and because it helps predict an individual’s
intention to carry out that behavior. Understanding
individuals’ intentions to comply with organization’s
information security guidelines could be beneficial
to organizations. Most organizations spend time and

resources to provide, establish, and monitor computer
security policies. While some security measures are
built into information technology (IT) systems for busi-
ness, some factors related to information and data secu-
rity are dependent on the willingness of teleworkers to
following security policies and procedures. This theory
helps to determine the problem being studied: What
are the motivating factors that influence teleworkers’
willingness to follow an organization’s information
security guidelines in a telework environment?

The study provides fertile ground for research due
to its relevance, measurability, research potential, and
timeliness as the need for flexible work arrangements
continues to be an important factor of workforce
management. Indeed, the question of how businesses
can zero in on security breaches and increase com-
pliance will only become more critical as technology
evolves and telework becomes more common. The
increase in the number of teleworkers and the fre-
quency and scope of official and unofficial telework
has exposed a vast amount of confidential organiza-
tion data outside company-controlled spaces and an
increased likelihood of security breaches.

The ever-growing use of teleworking increases conve-
nience and efficiency; however, the workforce can have
significant influences on organizations’ data security
and IT operational strategies. Teleworkers’ motivation
may be reflective of the seriousness with which an orga-
nization regards security measures. Hardware, software,
devices, networks, and connections are just some of the
variables that can increase or decrease security, along
with the competence, diligence, and attitudes of the
teleworkers themselves. By researching best practices
via literature and a quantitative survey in the study,
potential solutions to these problems were identified
and organized in a functional manner. The conceptual
model in Figure 1 provides the framework for analysis
used in the study.

2.2. Context
The study population from which the sample was

derived consisted of the approximately 10,000 mem-
bers of The Telework Exchange, an online public-
private membership organization with the focus
of providing information and resources related to
teleworkers. The desired sample size of 384 partici-
pants was calculated based on a formula recommended
by Yamane (1967) where sample size n = N/1 +
N (e)2 (N = population size and e = level of precision
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FIGURE 1 Conceptual model for the framework of the study. (color figure available online.)

of .05). From those invited to participate in the
study, 150 teleworkers completed the Teleworkers’
Security Survey (Godlove, 2011). The survey popula-
tion and access was available to the membership of The
Telework Exchange, a community that self-identified as
actively involved in the telework environment. No sig-
nificant or substantial research or data collection had
taken place to allow the use of existing data sets to
study this problem. For this reason, a field study of
a relevant sample of teleworkers was appropriate and
necessary.

Teleworkers present unique challenges for an orga-
nization in implementation-related issues due to the
information technology needed to provide teleworkers
a secure working environment while implementing
information security controls. For example, managing
and maintaining appropriate levels of computer virus
protection, firewalls, and user access is more difficult
when remote computer systems are used by teleworkers
(Scarfone et al., 2009). The ability to maintain infor-
mation security by providing a secure environment
to prevent destruction or theft of computers or data
storage devices can be more difficult in a teleworker
environment when work is completed in the office
(Scarfone et al., 2009).

A study was conducted by Ernst & Young (2008) to
assess organizational data security policies and prac-
tices concerning teleworkers. A key finding reported
was that while business leaders realize that teleworkers
represent data security risks, these businesses have not
given sufficient attention to dealing with these risks.
In addition, it was also reported in the Ernst & Young
report that teleworkers in an organization often cross

several departments and organizational boundaries
that involving the sharing of responsibility for main-
taining data security. This can create a problem of
ownership of the responsibility for maintaining data
integrity and security among teleworkers, especially in
terms of identifying and correcting gaps in protec-
tion policies and procedures (Ernst & Young, 2008).
Another significant finding reported by Ernst & Young
was that more than half of those who participated in
the study had no policies in place or provided train-
ing for teleworkers regarding how to maintain data
integrity and security.

Office-based computers and other data retrieval and
storage systems often are housed in buildings with
security features such as patrol of the premises by secu-
rity personnel, motion detectors, camera surveillance,
and monitored access to offices and computers. While
some teleworkers have homes with security systems, it
is impossible to monitor the effectiveness of these sys-
tems and the extent that security systems are used by
teleworkers (Scarfone et al., 2009). Another challenge
to data security with teleworkers is that in an office
environment, access to data and information can be
controlled using a local area network. Teleworkers often
have to access data and information from the outside,
increasing the risk of security breaches during peri-
ods of information retrieval and transmittal (Scarfone
et al.). Storage integrity and confidentiality are more
difficult to monitor for teleworkers in remote loca-
tions than in an office environment (Scarfone et al.,
2009). As a result, the attitudes, social pressures, sense
of control, and willingness of teleworkers to follow data
security procedures are important factors to consider
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when creating and maintaining an information security
plan. The research focused on the relationship between
the Theory of Planned Behavior and teleworkers’ atti-
tudes about compliance with security requirements in
a teleworking environment.

The theoretical study population of The Telework
Exchange community was sampled to gather quan-
titative data to draw provisional conclusions of the
relationships among factors that motivate teleworkers
to follow rules of information security guidelines as
explained by the Theory of Planned Behavior. The
results of the survey provided a basis for evaluating
whether the subjective norm alone was more predictive
of willingness to adhere to the security procedures and
was a better explanatory model for teleworkers’ deci-
sions with respect to the information security environ-
ment: personal attitudes, social pressure, and a sense
of control. Because the subjective norm encompasses
peer pressure (Ajzen, 2005), such an analysis provided
a strong indication of whether the Theory of Planned
Behavior is a useful explanatory model in this context.

In the study, teleworkers were classified as: (a) an
official teleworker, an employee who works outside of
the official workplace during their regularly scheduled
work hours, either at home or an alternative work-
place, on a full-time, part-time, or situational basis;
(b) a nonteleworker, an employee who works at the
official workplace; and (c) an unofficial teleworker, an
employee who works at an official workplace, yet also
works at home on nights or on weekends.

2.3. Data Collection
Data related to the dependent and independent vari-

ables were collected through the Teleworkers’ Security
Survey (Godlove, 2011) presented in Table 1 and inter-
preted through an analysis of the survey results. The
three independent variable items measuring personal
attitude, social pressure, and sense of control were mea-
sured by the respondent’s agreement or disagreement
with statements on the survey. The independent vari-
able used five points on the scale ranged from 1 =
strongly disagree to 5 = strongly agree. The one depen-
dent variable item measured the extent to which the
respondent indicated a willingness to follow the orga-
nization’s information security guidelines. The depen-
dent variable used a five-point willingness scale ranging
from 1 = very unwilling to 5 = very willing. The quanti-
tative study consisted of the analysis of the results from

the Teleworkers’ Security Survey (Godlove, 2011) com-
pleted by a sample of the members of The Telework
Exchange.

Through an iterative process of review, evaluation,
and modification based on the security profession-
als’ experience in conjunction with an examination
of literature on establishing and maintaining informa-
tion security, the survey was determined to adequately
measure the concepts of interest in the present study.
Expert validity of the instrument was further supported
through the examination by two information security
experts. The assessment of the survey instrument con-
firmed that the survey covered the relevant variables
and conceptual domains. A pilot test was completed by
10 information security professionals and a test-retest
pilot was completed by another group of 10 different
information security professionals, both groups were
teleworkers.

Data collection was accomplished through the use
of a Web-based, survey-writing program linked on
The Telework Exchange Website for 30 days. In these
30 days, 180 respondents completed the survey.
Of those 180 respondents, 150 indicated that they were
teleworkers, and their responses were included in the
study.

3. RESULTS
The objective of this study was to examine

teleworkers’ attitudes regarding compliance with secu-
rity requirements in a teleworking environment using
Ajzen’s Theory of Planned Behavior. The analysis of
survey data consisted of both descriptive and inferen-
tial statistical techniques to identify any relationships
and group differences in scores on the survey items and
composite scale scores. Regression analysis was con-
ducted to determine how well the scores on p attitude,
social pressure, and sense of control scales explained
willingness to follow an organization’s security guide-
lines.

3.1. Descriptive Analysis
Willingness to Follow Information
Security Policies

Teleworkers indicated that they were strongly will-
ing to follow the organization’s information security
guidelines (M = 4.71 on a scale from 1 = strongly
disagree to 5 = strongly agree).
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TABLE 1 List of survey items

No. Survey Item

1. I believe that information stored on an organization’s computers is vulnerable to security incidents.
2. Information security and data protection associated with telework are serious and need attention
3. Understanding the importance of information security and practices is important.
4. My organization disciplines employees who break information security rules.
5. If I were caught violating my organization’s information security policies, I would be disciplined.
6. My organization terminates employees who repeatedly break security rules.
7. Adopting security technologies and practices is important in a telework environment.
8. My organization communicates the importance of confidentially and privacy of data periodically.
9. I am asked to sign a telework statement to protect and maintain the value of data and its integrity periodically.
10. My manager’s attitude toward information security when teleworking is serious.
11. My colleagues, who follow the information security procedures, create pressure forcing me to follow them.
12. If a manager told me of security measures I should be taking that I was currently not taking, I would follow the

manager’s advice.
13. Telework practices in my organization are frequently monitored for policy violations.
14. My organization’s information security procedures in a telework environment are unreasonable.
15. My organization’s information security procedures are clear on how to protect organization’s data in a telework

environment.
16. I have encouraged other employees to take steps to ensure the organization’s data is protected in a telework

environment.
17. Every employee can make a difference when it comes to helping to secure the organization’s data in telework

environment.
18. I am convinced other employees comply with the organization telework guidelines.
19. I have personally taken steps to ensure the organization’s data is protected when teleworking.
20. When organizational data is in my control, security threats are minimized.
21. Taking proper security measures of data in my control is my personal responsibility.
22. I am likely to follow organizational information security policies when working in a telework environment.
23. I have enough knowledge to protect the organization’s data in telework environment.
24. My involvements in information security programs make me adhere to them.
25. My organization’s computer equipment procedures are so restrictive in a telework environment that they interfere

with my job performance.
26. Information security requires more technical solutions in a telework environment.
27. Employee computer practices are properly monitored in a telework environment for policy violations.
28. Please indicate the degree of your willingness to follow the organization’s information security guidelines.

Personal Attitude Scale

Descriptive statistics were generated for scale items
and composite scale scores. Responses to items of the
Personal Attitude Scale indicated that teleworkers rec-
ognized the importance of information security. The
highest rated items concerned teleworkers’ attitudes
about the importance of maintaining and protecting
the integrity of data. Teleworkers largely recognized
the importance of information security and practices
(M = 4.77). Teleworkers also indicated a strong belief
that there was a serious need to protect information
data (M = 4.47), that adopting security technologies
and practices in a telework environment was important
(M = 4.42), and that information stored on an organi-
zation’s computers was vulnerable to security incidents
(M = 4.38).

The lowest-rated items were teleworkers’ perceptions
about employee discipline for breaking security poli-
cies and being asked to sign a telework statement to
protect the security of data. Teleworkers were neutral
in ratings of the extent to which the organization disci-
plined employees who broke information security rules
(M = 3.15) or terminated those who repeatedly broke
security rules (M = 3.03). Teleworkers were neutral in
their beliefs that the organization communicated the
importance of confidentiality and privacy of data (M =
3.55) and that they would be disciplined if caught vio-
lating information security policies (M = 3.645. Most
were neutral in their rating that they had been asked to
sign a statement to protect and maintain the value of
data and its integrity (M = 3.17). Finally, the composite
Personal Attitude Scale score of 34.57 out of a possible
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45 (3.84 on a scale from 1 to 5) indicated that, overall,
teleworkers’ beliefs ranged from neutral to agree that it
was important to maintain the security and integrity of
the organization’s data.

Social Pressure Scale

The mean ratings for the nine Social Pressure Scale
items ranged from a high of 4.48 for the belief that
every employee could make a difference when it cause
to securing an organization’s data in a telework envi-
ronment, to a low of 2.17 for the belief that an
organization’s information security procedures in a
telework environment were unreasonable.

The highest rated items were employees’ perceptions
of social pressure in terms of making a difference in
maintaining security integrity and feeling social pres-
sure from others to follow security procedures in a
telework environment. Teleworkers believed strongly
that every employee could make a difference when it
cause to helping secure data in a telework environment
(M = 4.48). In addition, teleworkers believed strongly
that they would follow the directions of their managers
regarding security measures to protect the organiza-
tion’s data (M = 4.33). Teleworkers were neutral in their
perceptions about the extent to which they encouraged
co-workers to follow security procedures (M = 3.72),
belief that others complied with security procedures
(M = 3.51), and the influence of a manager’s atti-
tude toward the seriousness of teleworkers to maintain
information security (M = 3.48).

The lowest rated items were teleworker perceptions
about the unreasonableness of security policies (M =
2.17) and monitoring frequency of violations to secu-
rity policies (M = 2.99). Teleworkers were neutral in
their perception about how much other employees
pressured them to follow information security proce-
dures (M = 3.03) and neutral to moderate in their
agreement whether how to protect data was made clear
by the organization (M = 3.35). Finally, the composite
Social Pressure Scale score of 31.04 out of a possible
45 (2.34 on a scale from 1 to 5) indicated that, overall,
teleworkers’ beliefs were from neutral to disagree that
social pressure played a significant role in their under-
standing of how to protect the organization’s data or
to follow information security procedures.

Sense of Control Scale

The mean ratings for the nine Sense of Control Scale
items ranged from a high of 4.45 for a belief that taking

proper security measures for data was in one’s control
and a personal responsibility, to a low of 2.41 for the
belief that security measures of the organization were
restrictive to the telework environment and interfered
with one’s job performance.

The highest rated items concerned teleworkers’ sense
of control over taking proper measures and follow-
ing security policies and practices to protect data in
a telework environment. Teleworkers believed strongly
that they were responsible for and in control of tak-
ing proper security measure to secure the integrity of
data. Teleworkers also indicated strong beliefs in fol-
lowing information security policies and taking steps
to ensure that data were protected when teleworking.
Teleworkers were in agreement with the perceptions of
a sense of control over reducing threats and about the
extent to which involvement in information security
programs made teleworkers adhere to them.

The lowest rated items were teleworkers’ percep-
tions about having the knowledge to protect the
data, dealing with technical issues, proper monitor-
ing, and how restrictive data security policies were
in the telework environment. Teleworkers were in
agreement that they had enough knowledge to pro-
tect the data in a telework environment. Teleworkers
were neutral in their perceptions about the tech-
nical solutions necessary to implement information
security policies and how teleworker computer prac-
tices were properly monitored for policy violations.
Teleworkers disagreed that an organization’s computer
equipment procedures were restrictive and interfered
with job performance. Finally, the composite Sense
of Control Scale score of 33.79 out of a possible 45
(3.75 on a scale from 1 to 5) indicated that, overall,
teleworkers slightly agreed that they had the respon-
sibility and ability to protect information data in a
telework environment.

3.2. Analysis and Findings of Study
Questions

A multiple regression analysis was performed to
assess how well the three independent variables (per-
sonal attitude, social pressure, and sense of control)
explained the dependent variable of willingness to
following an organization’s information security guide-
lines. The research question was about the extent
to which there were relationships between personal
attitudes, perceptions of social pressure, and sense
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of control, and teleworkers’ willingness to follow an
organization’s information security guidelines?

The relationship between items on the Personal
Attitude Scale and willingness to follow an organi-
zation’s information security guidelines were weak.
Though considered statistically significant due to
sample size, no real relationship was identified
between willingness to follow security procedures
(dependent variable) and several items on the Personal
Attitude Scale. The strongest correlations between
the dependent variable and Personal Attitude Scale
items were only moderate at best. There was a weak to
moderate relationship between perceptions of under-
standing the importance of information security and
practices and willingness to follow security procedures
(dependent variable) and belief that adopting security
technologies and practices was important in a telework
environment.

There was a relationship noted between the over-
all Personal Attitude Scale score and the depen-
dent variable of willingness to follow security guide-
lines. Therefore, results failed to reject the alternative
hypothesis that there was a relationship between will-
ingness to follow security policies and the Personal
Attitude Scale. However, while relationships were
noted, they were weak or very weak.

A regression analysis was performed to assess how
well the nine items on the Personal Attitude Scale
explained the dependent variable of willingness to
following an organization’s information security guide-
lines. The unstandardized β coefficients indicated that
Personal Attitude Scale items did not appreciably influ-
ence willingness to follow security guidelines. The
standardized β coefficients showed that the Personal
Attitude Scale contributed little to the model. Finally,
based on the analysis of variance (ANOVA) from the
regression analysis, the Personal Attitude model was
statistically significant. From this significant finding,
the results failed to reject the alternative hypothe-
sis that there is a relationship between items on the
Personal Attitude Scale and the dependent variable,
willingness to follow an organization’s security guide-
lines. However, standardized β coefficients ranged
from a low of −.035 for, “If I were caught violating
my organization information security policies, I would
be disciplined,” to a high of .362 for, “Understanding
the importance of information security and practice is
important.” On the basis of these standardized β coef-
ficients, it was concluded that the items on the scale

had only a slight influence on the criterion variable.
The R values for the model indicated that, overall,
the model is weak because only 12.1% of the variance
in the criterion variable of willingness to follow and
organization’s security guidelines was explained by the
Personal Attitude predictor variable.

Social Pressure

A multiple regression analysis was used to exam-
ine the relationship between items on the Personal
Attitude Scale and willingness to follow an organiza-
tion’s information security guidelines. While several
correlations were statistically significant, the correla-
tions were weak. No real relationship, or a negligible
relationship, was noted between willingness to follow
security procedures (dependent variable) and several
items on the Social Pressure Scale.

The strongest correlations between the dependent
variable, willingness to follow an organization’s infor-
mation security guidelines, and the Social Pressure
Scale items were weak to moderate at best. There was
a weak to moderate relationship between beliefs that
every employee can make a difference when it comes
to helping secure an organization’s data and the depen-
dent variable (r = .400) and following managers’ advice
on security measures to take (r = .349). A weak to
moderate negative correlation was noted between will-
ingness to follow security guidelines and perceptions
that telework security procedures were unreasonable
(r = −.384). In other words, as willingness to fol-
low procedures increased the perceptions of security
guidelines as unreasonable decreased.

There was a relationship noted between the overall
Social Pressure Scale score and the dependent variable
of willingness to follow security guidelines (r = .188,
p < .05). Therefore, results failed to reject the alterna-
tive hypothesis that there was a relationship between
willingness to follow security policies and the Social
Pressure Scale. However, while significant relationships
were noted, they were weak or very weak.

3.3. Regression Analysis
Regression analysis was performed to assess how

well the nine items on the Social Pressure Scale
explained the dependent variable of willingness to fol-
low an organization’s information security guidelines.
The unstandardized β coefficients indicated that Social
Pressure Scale items did not appreciably influence

223 Teleworkers and Complying with Information Security



www.manaraa.com

willingness to follow security guidelines. The standard-
ized β coefficients showed that the Social Pressure
Scale score contributed little to the model. On the
basis of ANOVA from the regression analysis, the
Social Pressure model was found to be statistically sig-
nificant, F(9,139) = 6.893, p < .001. On the basis
of this significant finding, results failed to reject the
alternative hypothesis that there was a significant rela-
tionship between items on the Social Pressure Scale
and the dependent variable. However, standardized
β coefficients ranged from a low of .019 for “My
colleagues, who follow the information security proce-
dures, create pressure forcing me to follow them,” to a
high of .255 for “Every employee can make a difference
when it come to helping to secure the organization’s
data in a telework environment.” On the basis of these
standardized β coefficients, the items in the scale had
only a moderate influence on the criterion variable.
In addition, the R for the model was .556, with R2

= .309 and adjusted R2 = .264, indicating that over-
all, the model was a weak to moderate model because
26.4% of the variance in the dependent variable was
explained by the social pressure predictor variable.

Sense of Control

A multiple regression analysis was used to exam-
ine the relationship between items on the Sense of
Control Scale and willingness to following an organi-
zation’s information security guidelines. While several
correlations were significant, these correlations were
weak. No real relationship, or a negligible relation-
ship, was noted between willingness to follow security

procedures (dependent variable) and several items on
the Sense of Control Scale (see items 23, 24, 26, and
27 in Table 2).

The strongest correlations between the dependent
variable and Sense of Control Scale items were noted
for items 19, 20, 21, and 22. There were low to
moderate correlations between the dependent variable
and perceptions about responsibility for and taking
proper security measures to protect data (item 21, r =
.4527) and likelihood of following information security
policies when working in a telework environment (item
22, r = .453). There were weak to moderate relation-
ships in terms of perceptions that one personally could
take steps to ensure data is protected in a teleworking
environment (item 19, r = .381) and that when orga-
nizational data are in one’s control, security threats are
minimized (item 20, r = .361).

While two items on the Sense of Control Scale
showed significant moderate relationships, overall
there was a weak correlation between the Sense of
Control Composite Scale score and willingness to fol-
low security guidelines (r = .346). Therefore, results
failed to reject the null hypothesis that there was no
real relationship between willingness to follow security
policies and the Sense of Control Scale.

Regression analysis was performed to assess how well
the nine items on the Sense of Control Scale explained
the dependent variable (see Table 3). The unstandard-
ized β coefficients indicated that Sense of Control
Scale items did not appreciably influence willingness
to follow security guidelines. The standardized β coef-
ficients showed that the Sense of Control scale score
contributed little to the model. Finally, based on the

TABLE 2 Multiple Regression Correlations Between the Dependent Variable “Willingness to Follow an Organization’s Information
Security Guidelines” and Sense of Control Scale Items and Composite Score

# Sense of Control r

19 I have personally taken steps to ensure the organization’s data is protected when teleworking. .373∗∗∗

20 When organizational data are in my control, security threats are minimized. .336∗∗∗

21 Taking proper security measures of data in my control is my personal responsibility. .459∗∗∗

22 I am likely to follow organization information security policies when working in a telework
environment

.430∗∗∗

23 I have enough knowledge to protect the organization’s data in telework environment. .196∗

24 My involvements in information security programs makes me adhere to them. .207∗

25 My organization’s computer equipment procedures are so restrictive in a telework environment that
they interfere with my job performance.

−.224∗∗

26 Information security requires more technical solutions in a telework environment. .014
27 Employee computer practices are properly monitored in a telework environment for policy violations. .070

Sense of Control Scale .346∗∗∗

Note. ∗p < .05; ∗∗p < .01; ∗∗∗p < .001.
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TABLE 3 Regression Analysis Summary for Sense of Control Scale Predictor Variables Predicting Willingness to Follow Organization’s
Information Security Guidelines

B SEB β t Sig.

Constant 2.85 .35 8.25 .001
19 I have personally taken steps to ensure the organization’s

data is protected when teleworking.
.09 .06 .13 1.41 .160

20 When organizational data is in my control, security threats
are minimized.

.09 .07 .11 1.05 .294

21 Taking proper security measures of data in my control is
my personal responsibility.

.13 .08 .17 1.61 .110

22 I am likely to follow organization information security
policies when working in a telework environment

.21 .08 .25 2.52 .013

23 I have enough knowledge to protect the organization’s
data in telework environment.

−.09 .06 −.15 −1.60 .112

24 My involvement in information security programs makes
me adhere to them.

.05 .06 .07 .79 .432

25 My organization’s computer equipment procedures are so
restrictive in a telework environment that they interfere
with my job performance.

−.07 .04 −.15 −.20 .045

26 Information security requires more technical solutions in a
telework environment.

.02 .04 .04 .57 .572

27 Employee computer practices are properly monitored in a
telework environment for policy violations.

−.01 .04 −.03 −.37 .710

ANOVA from the regression analysis, the Sense of
Control model was statistically significant, F(9,139) =
6.442, p < .001. On the basis of this statistically sig-
nificant finding, results failed to reject the alternative
hypothesis that there is a relationship between items
on the Sense of Control Scale and the dependent vari-
able. However, standardized β coefficients ranged from
a low of −.029 for item 27, “Employee computer prac-
tices are properly monitored in a telework environment
for policy violations,” to a high of .247 for item 22,
“I am likely to follow organization information secu-
rity policies when working in a telework environment.”
On the basis of these standardized β coefficients, the
items in the scale had only a weak influence on the cri-
terion variable. In addition, the R for the model was
.544, with R2 = .296 and adjusted R2 = .250, indi-
cating that overall, the model was a weak to moderate
model because 26.0% of the variance in the criterion
variable of willingness to follow an organization’s secu-
rity guidelines was explained by the sense of control
predictor variable.

Regression analysis was performed to assess how
well the three independent variables (personal atti-
tude, social pressure, and sense of control) explained
the dependent variable of willingness to following
an organization’s information security guidelines (see

TABLE 4 Regression Analysis Summary for Predictor
Variables Predicting Willingness to Follow Organization’s
Information Security Guidelines

B SEB β t Sig.

Constant 3.126 .368 8.497 .000
Personal attitude −0.005 .011 −0.052 −.495 .621
Social pressure 0.100 .012 0.087 .830 .408
Sense of control 0.043 .013 0.325 3.212 .002

Table 4). The unstandardized β coefficients indicated
that personal attitudes and social pressure did not
appreciably influence the dependent variable. The stan-
dardized β coefficients showed that both the Personal
Attitude and Social Pressure Scale scores contributed
little to the model. The Sense of Control Scale score
was the only statistically significant predictor vari-
able, t(3,45) = 3.212, p = .002. The standardized β

coefficient of .325, although statistically significant,
indicated that this variable had only a slight influ-
ence on the criterion variable. In addition, the R for
the model was .352, with R2 = .124 and adjusted
R2 = .106, indicating that overall the model was a
poor model because only 10.6% of the variance in
the criterion variable was explained by the predictor
variables.
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4. FINDINGS
Overall, teleworkers strongly agreed that they

were willing to follow the organization’s information
security guidelines. In terms of personal attitudes,
teleworkers believed strongly that information data
were vulnerable and that it was important for an orga-
nization to have security policies and procedures in
place to protect the confidentiality and integrity of
the data stored on computers. Teleworkers also con-
sidered it important that teleworkers took the advice
of managers as well as adopted security technologies
and practices that helped protect data. Teleworkers
indicated that they were often not required to sign a
statement indicating they would protect the security of
data. In addition, teleworkers did not express strong
agreement that the organization communicated effec-
tively the need to protect data used on their computers.
While teleworkers had mixed attitudes about how well
organizations communicated the importance of pro-
tecting data, teleworkers were more likely to follow
policies and procedures when they were given infor-
mation and guidelines on how to create a more secure
work environment.

In terms of social pressure, teleworkers believed
strongly that every employee could make a difference
when it came to securing an organization’s data in
a telework environment and that they would follow
advice from their managers on how to increase the
security of information data. In terms of feeling pres-
sure from co-workers, teleworkers indicated that they
felt some pressure, but overall were fairly neutral on
pressure from co-workers to adhere to security poli-
cies and practices. Finally, teleworkers did not feel that
their organizations’ security procedures were restrictive
or that employees who broke security rules were often
disciplined or terminated for security breaches.

In terms of sense of control, teleworkers believed
strongly that they were responsible for and had the
ability to follow security policies and practices to
protect the security of the data contained on their com-
puters. They indicated that when they were involved in
information security programs, they were more likely
to adhere to security policies and procedures. In addi-
tion, teleworkers believed that they had knowledge to
understand security risks and how to protect against
security breaches. Overall, teleworkers did not believe
that computer practices were monitored consistently
for policy violations. They did not feel the security

protocols used by their organization were unreasonable
or that they interfered with the ability to do their work.
The failure of teleworkers to comply with policy and
procedures may be related to the level of importance
given to training and ongoing communication about
data security; the more interaction with the teleworker,
may result in greater willingness to regularly comply
with data security guidelines.

Overall, weak relationships were found between the
dependent variable willingness to follow security guide-
lines and the independent variables, composite scores
on the Personal Attitude, Social Pressure, and Sense of
Control scales. While the regression analysis resulted
in significant F values, these were most likely based
on sample size. The adjusted R2 for the three inde-
pendent variables indicated that they were weak to
moderate at explaining the willingness of teleworkers to
following organizational security guidelines. Even so,
those teleworkers who held the strongest personal atti-
tude, social pressure, and sense of control beliefs were
more willing to follow their organization’s security
guidelines.

5. DISCUSSION
The findings in the study support the Theory of

Planned Behavior and provide further information
about the influence of motivations and intentions in
the willingness of teleworkers to comply with policies
and practices that protect the security and integrity
of information data used in telework environments.
Data analysis provided evidence that teleworkers recog-
nized the threat of security breaches and were willing to
take steps to protect the security and integrity of data.
In addition, teleworkers appear to recognize the threat
apart from this being communicated to them by the
company. Teleworkers’ motivation may be reflective
of the seriousness with which an organization regards
security measures. It is important that the organization
clearly articulates this importance to its telework force.

5.1. Implication for Future Research
This study provides a survey instrument that may

be further refined and validated in future studies
using different variables. Using the survey instrument,
researchers may explore other theoretical frameworks.
In addition, researchers may use the survey instrument
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and apply the same study design to target differ-
ent demographic, for example, different age group,
y gen, baby boomers, or an organization with only
teleworkers.

While teleworkers indicated a strong belief that
they could make a difference in keeping data secure,
how social pressure (subjective norm) or interactions
contributed to the internalized beliefs that one can
effectively secure data information in a telework envi-
ronment was unclear. This would be an important area
for future research. A study that examines co-worker
interactions in the telework environment is needed.
Specifically, the extent to which teleworkers interact
with one another and the content of this interaction
needs to be investigated.

Though teleworkers did not feel much social pres-
sure from co-workers, they did indicate the intent
to follow the guidelines of managers and supervi-
sors. Therefore, determining how social pressure influ-
ences behavior intent in manager-worker relationships
among teleworkers would be helpful. Specifically, fur-
ther research could be directed at identifying those
factors in a telework environment that serve to increase
social pressure to follow security protocols as suggested
by the manager.

A weak relationship was found between social pres-
sure and willingness to follow security guidelines for
working in a telework environment. It may be that
the social pressure factors investigated in the present
study were not those that were most important to
teleworkers. Social pressure may not be as strong
because teleworkers may not strongly identify with
other teleworkers and thus might have a low level of
group identification. Further study needs to be con-
ducted to explore factors related to social pressure and
subjective norms to determine the extent to which
social pressure contributes to user intention.

5.2. Implications for Practitioners
Even though strong relationships were not found

between independent variables and willingness to fol-
low security protocols, overall, teleworkers were willing
to following security guidelines. Fear of termination
or disciplinary actions for breaches of security did not
appear to be motivating factors as much as seeing the
need to protect the confidentiality and integrity of the
data stored on individual work computers. This can

have significant implications for organizational officers
responsible for data security and integrity. Therefore, a
focus on increasing the motivation to keep data secure
and follow organizational policy and practices would
be to increase knowledge and understanding about the
risks and impact of data security breaches.

In addition, the development of subjective norms
or social pressure to comply with security guidelines
may be increased by creating a telework environment
that connects workers through project or team-based
work to help workers develop an in-group identity.
The ability to help workers feel more connected to the
organizational culture may help increase positive social
pressure to adopt and implement organizational data
security policies and practices.

Finally, the use of company computers with software
that controls access and transferability of data adds
another layer of security in addition to teleworker com-
pliance with security guidelines. By using company-
distributed computers, the organization has the ability
to determine what security software is used and to
monitor necessary updates to maintain desired levels
of security. The use of company-owned computers also
provides control over nonwork-related programs being
loaded onto the hard drive and interfering with data
security programs. Even though teleworkers indicated
a desire to follow security guidelines, they may inad-
vertently interfere with security measures when using
work computers for personal use or personal com-
puters for work. Therefore, company-provided work
computers dedicated to work-related activities may
provide a higher level of security than the use of
teleworkers’ computers used for both work and per-
sonal activities.

5.3. Implications for Policy Makers
Those who draft policy related to telework data

security should focus on establishing clear policies
and practices that can be implemented cost effectively
within an organization. Telework takes place in multi-
ple locations with differing types and levels of access
to data. This may result in different levels of atten-
tion to security by teleworkers; therefore, policy makers
must have in place a clear protocol on how to address
information data security issues that match the level
of data access and security required. Education is vital
because teleworkers who understand the importance of
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data security and how best to protect the integrity of
data are more likely to follow organizational guidelines
and practices. In addition, managers and supervisors
must be able to articulate guidelines to increase data
security as well as escalate the consequences of security
breaches. This would tap into the results of the present
study, which found that teleworkers indicated a strong
intent to follow their managers’ advice on how to keep
data secure in the telework environment.

Policy makers must establish protocols to dedicate
a computer solely for business purposes and restrict
its use to only those purposes. This may require the
organization to provide teleworkers with computers
and other devices that are used only for work. This
would allow the organization to have greater control
over security measures and to help teleworkers protect
the integrity of the data stored by not exposing them to
potential security risks through everyday personal use,
where information is more easily compromised (e.g.,
browsing on the Internet, reducing security levels to
gain access to applications not work related).

6. CONCLUSION
The study explored whether the Theory of Planned

Behavior provided an explanation for the motivating
factors that influence teleworkers to follow security
guidelines. The results established that teleworkers
believed strongly that information stored on an orga-
nization’s computers was vulnerable to security inci-
dents. They also indicated a strong understanding
of the importance of information security and prac-
tices and the need to adopt security technologies and
practices to safeguard information in a telework envi-
ronment. However, the data demonstrated that beliefs
were not strongly linked to a willingness to follow an
organization’s information security guidelines. Other
motivating factors could be influencing teleworker
willingness to comply with security policies and pro-
cedures that were not identified in the current study.
Possible latent factors could be levels of influence of
social pressure and subjective norms on the willingness
to follow organization information data security guide-
lines. From the standpoint of information security
research, this study contributes to the body of litera-
ture regarding teleworker motivations and intentions
and how these affect complying with organizational
data security plans. Factors were identified through this

study that contributed to teleworkers’ willingness to
follow company data security policies and practices in
telework environments.
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